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The average security 
team typically examines less than 5% 
of the alerts flowing into them every 
day



The Third Annual Study on the Cyber Resilient Organization - Ponemon Institute (Sponsored by IBM)

time to resolve an incident has 
increased

severity of attacks has increased

http://www-03.ibm.com/press/us/en/pressrelease/53800.wss


The Third Annual Study on the Cyber Resilient Organization - Ponemon Institute (Sponsored by IBM)

insufficient skilled personnel

http://www-03.ibm.com/press/us/en/pressrelease/53800.wss


The Third Annual Study on the Cyber Resilient Organization - Ponemon Institute (Sponsored by IBM)

automation, machine 
learning, artificial intelligence and 
orchestration

http://www-03.ibm.com/press/us/en/pressrelease/53800.wss


Automation Can Become 
The Lingua Franca 

Of IT Security
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Enterprise 
Firewalls

Intrusion Detection & 
Prevention Systems

Security Information & 
Events Management

Privileged Access 
Management
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Triage Of Suspicious 
Activities: 
Application behaviour

01

Threat Hunting: 
Firewall rule violation

02 03

Incident Response: 
SQL Injection Attack



 
Consolidates 
information for the 
triage.

 
Raises the level of 
logging on low 
level networking 
perimeter.

 
Implements a new 
rule to collect 
more information 
in the affected 
perimeter.

 
Detects an 
anomaly from the 
behaviour of an 
application. 
Asks Snort & Check 
Point NGFW for 
more information.

 
Restore original 
configurations.



 
Confirms the rule 
violation is caused 
by a misconfigured 
IP address.

 
Creates a new rule 
to investigate the 
origin of the 
violation.

 
Creates an offense, 
requests additional 
information to 
Fortinet IPS.

 
Registers a 
continuous rule 
violation. Sends 
alerts to IBM 
QRadar.

 
Whitelists the IP 
address.



 
Confirms the end 
of the attack & 
updates IBM 
QRadar.

 
Fortinet NGFW 
creates a new rule 
to blacklist the IP 
source of the 
attack.

 
Validates the 
threat, creates an 
Offense & triggers 
remediation.

 
Check Point IPS 
detects a SQL 
Injection attack & 
alerts IBM QRadar.

 
Double checks the 
end of the attack 
and closes the 
incident.



WHO HOW THROUGH EXAMPLES

Systems with logic on board, such SOAR or SIEM, can trigger 
actions when a set of conditions are matched. 
Actions can simply be launching scripts or directly linux commands. 

Splunk can use custom search command 
or, custom alert action scripts to execute 
a perl/python script that calls Ansible 
Linux command.
Through Workflow actions Splunk can 
call Ansible Tower APIs.

Systems with no logic on board, such base firewalls or IDS, has to 
rely on their underlying OSes, usually Linux-based, to trigger any 
external action. 
For those systems a DIY approach is likely to be necessary, using a 
combination of scripting, OSes’ facilities and third party programs 
to check the conditions and consequently trigger actions.

Snort can output as syslog and use 
syslog-ng's program() destination 
combined with a filter. 

Check Point can schedule a cronjob in 
the management station.

Ansible Tower can provide a central point of coordination for all the 
technologies involved in a remediation process. 
Ansible Playbooks can be used as security workflows to coordinate 
actions between different areas of the IT stack and Job Templates 
can be shared through APIs across different teams.
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